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Abstract 

 

Cryptography defends against unauthorized access to data stored on the network. High-

security data transfer is very important. Biometrics is a distinctive feature of human beings 

and is a well-recognized individual authenticator. The sharing of all medical data has been 

carried out widely in the world. The Advanced Encryption Standard (AES) encryption 

algorithm is used as the most efficient cryptographic algorithm for high security. Thanks to 

its long-term security, this algorithm is widely preferred and has a broad range of 

applications and protocols. Due to the massive sharing of confidential information, the 

security of data over the network has become a significant problem. In different fields, such 

as hospitals, science, medical applications, etc., cryptography is used for secret transmission 

of knowledge. This paper is an analysis of familiar encryption strategies from which 

researchers will learn the principle of effective methods to be used.. 
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I. INTRODUCTION 

 

In today's new digital world, the exchange of knowledge is growing. The security of 

information is therefore one of the challenging aspects. Cryptography is an effective tool that 

is used in a safe format to store and transfer information so that only the intended user can 

access and process the data. The data is encrypted in cryptography with many secure 

algorithms that either cost heavily on the power consumption side or appear to be highly 

complex, making the performance or throughput low. For low power consumption, high 

security and improved throughput on encrypted files, the pipelining architecture is 

implemented into the device. In mobile and wireless based systems, this form of design plays 

a crucial role as power consumption is the key constraint to be minimized [1]. 
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Figure 1: Illustrates the real and encrypted images [2] 

 
Figure 2: Illustrates the Block diagram of bio cryptosystem [3] 
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The correlation coefficient is another essential constraint to ensure that how much efficient is 

the encryption algorithm [4]. 

 
       

Where  and can be evaluated by using the following equations [5]. 

 

 
 

II. LITERATURE REVIEW 

Zhou et al. investigated another novel image encryption algorithm based on chaos and Line 

map. Data security boundaries have become increasingly blurred in the era of big data. Our 

defense of privacy is undergoing a new round of testing. In particular, multimedia big data 

photos also hold several secrets or data regarding privacy. In the processing and transmission 

of image content, how to ensure protection and authorize access to sensitive data becomes a 

hot issue of urgency. In this post, we propose a new algorithm for symmetrical image 

encryption based on the skew tent map. The proposed algorithm is ideal for encryption of any 

image size using a new chaos-based line map [6]. 

 

III. DISCUSSION AND CONCLUSION  

In the world of modern electronics, security is very necessary. By integrating multiple 

hardware optimization design strategies to achieve ultra-low power, high throughput and 

energy efficient design with multiple levels of security, the AES algorithm is further 

enhanced. In this review, an overview is given of the perceptual methods of data hiding 

techniques specifically discussed in cryptography. Also revealed are familiar encryption 

methods, powerful bio-cryptography algorithms and image encryption schemes. Using 

various biometric traits such as face, voice etc., and this technique can also be implemented. 

The paper also presents a succinct definition of using effective techniques for hardware 

design and can be used for further research purposes 
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