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Abstract 

 

A complex chaotic system that combines two or more discrete chaotic systems is the composite 

discrete chaotic system (CDCS). In a random way, this system retains the chaotic features of 

various chaotic systems and has chaotic behaviors that are more complex. We intend to provide a 

novel image encryption algorithm based on a new two-dimensional (2D) CDCS in this paper. The 

suggested method consists of two parts: first, we propose a new 2D CDCS and analyze the chaotic 

behaviors, and then, with the new CDCS, we implement the bit-level permutation and pixel-level 

diffusion encryption architecture to form the entire proposed algorithm. To improve the security 

of the proposed algorithm, random values and the total information of the plain image are applied 

to the diffusion process. The theoretical analysis and simulations both confirm the security of the 

algorithm proposed. 

Keywords: Communication Channel, Image Encryption, Data Secrecy, Image Encryption, 

Encryption Algorithm. 
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I. INTRODUCTION 

The image encryption techniques are highly demanded to ensure the secrecy of the image data 

during transmission over insecure networks around the globe [1]. Due to the growth of multimedia 

applications worldwide, various studies on pragmatic image encryption techniques have been 

investigated from the confidentiality perspective of images. Color image encryption techniques 
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are highly demanded to ensure the secrecy of the image data during transmission over insecure 

networks around the globe [2].  

     

Fig. 1 Illustrates the real and encrypted picture 
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In order to lose the image data during the transmission through the communication channel, there 

are some parameters that ensure the vulnerability of the different image formats against the strikers' 

various attacks [3][4]. The Pixel Change Rate Number (NPCR) and Unified Average Shifting of 

Power (UACI). The formulas for calculating the NPCR and UACI for an image is given below 

[5]. 
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II. LITERATURE REVIEW 

Ziad et al. reviewed another paper on DES, AES and Blowfish for image encryption and 

decryption. The most critical aspect of information security is Network Security, since it is 

responsible for protecting all data passed through networked computers. We answer and survey 

DES, AES and Blowfish for Image Encryption and Decryption in this document. It is a key concern 

in today's world that when transmitting images over the internet from one network to another 

network. For this authors offered a survey related researches and done some problem identification 

and suggest some future suggestion which can be useful for image encryption [6]. 

Somaya et al. explored another paper on the topic of a survey of steganography and steganalysis 

technique in image, text, audio and video as cover carrier. The steady growth in communication 

technologies and the use of public domain (i.e. the Internet) networks has greatly facilitated data 

transmission. Such open communication networks, however, have a greater susceptibility to 

security threats that cause unauthorized access to information. Encryption is traditionally used to 

understand the confidentiality of communication. This paper provides a critical overview of 

steganography and analyses the features of different cover media, namely image, text, audio and 

video, in relation to the fundamental concepts, the advancement of steganographic methods and 

the creation of the corresponding steganalysis schemes.  

III. DISCUSSION 

Another critical constraint is the correlation coefficient to ensure that the encryption algorithm is 

very accurate. The expression is given below. To guarantee confidential transmission and image 

capability over the network, image encryption plays a paramount role [7]. Then again, due to the 

large amount of details used, real-time image encryption faces a more noteworthy test. 
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Where 𝐶(𝑥, 𝑦), 𝐷(𝑥) and 𝐷(𝑦) may be evaluated by utilizing the following equations. 
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IV. CONCLUSION  

A new two-dimensional composite discrete chaotic system-based image encryption scheme is 

introduced in this paper and we use the new CDCS to achieve bit-level permutation and pixel-level 

diffusion. The results of the simulation demonstrate the safety and legitimacy of the proposed 

system with many characters: (1) The CDCS has outstanding chaotic behaviors because it 

spontaneously combines two single chaotic systems. (2) It has an architecture of bit-level 

permutation and pixel-level diffusion in which the image is encrypted with a single-permutation 

and double-diffusion effect, scanning the plain image only once. (3) The value of the ciphered 

pixel has affected the permutation and diffusion effect of the next pixel, and any location can be 

allowed for a pixel in the plain picture, and a minor shift can spread overall pixels in the cypher 

image. In the future, the excellent chaotic actions of the map of high-dimensional chaos and hyper 

chaos will be considered. With the good structure of the composite discrete chaotic system, 

composite discrete high-dimensional chaotic system and composite hyper-chaotic dynamic system 

can be designed to enhance the chaotic system complex and obtain excellent chaos, but when using 

these systems in image encryption, we should consider the time consuming and convenience. 
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