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Abstract 

This paper suggested a method of image encryption similar to plaintext, which used the hyper 

chaotic system to establish the hidden code streams used for encryption. Two plaintext-unrelated 

diffusion operations and one plaintext-related shuffling are involved in the encryption algorithm. 

The suggested encryption scheme will resist the chosen/known plaintext attacks because of the use 

of plaintext-related shuffling. Simulation results show that there are many good characters in the 

proposed method, such as fast encryption speed, wide key space, high sensitivity of the key, 

successful resistance to differential attack, noise-like cipher-text picture, etc., and can therefore 

be used in real communications. This review article provides a detailed review on the image 

encryption by applying the plaintext-related shuffling. 

Keywords: Differential Attack, Encryption, Image Encryption, Plaintext, Speed, Diffusion 

operation. 

___________________________________________________________________________ 

I. INTRODUCTION 

One of the most powerful means to ensure the protection of image information shared on the 

internet is image encryption. Traditional encryption algorithms, such as DES, AES, IDEA, etc., 

are not suitable for image encryption due to the enormous data volume and high information 

redundancy of the image [1]. Scientists have suggested a number of picture encryption schemes 

based on chaotic systems in recent years [2]. These image encryption systems used chaotic systems 

to create the secret code streams for image encryption and convert the plain images through chaos 

and diffusion operations into noise-like cipher-text images [3].  
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Fig 1: Illustrates the Original Images and Encrypted Image [4] 
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Fig 2: Illustrates the procedure of the image encryption method [5] 
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Fig 3: Illustrates the procedure of the image decryption method [6] 
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II. LITERATURE REVIEW 

A research by Liu et al. was performed on the Chaos-based image encryption algorithm. A new 

image encryption scheme is introduced in this letter, in which shuffling the locations and adjusting 

the grey values of the image pixels are combined to confuse the cipher-image and plain-image 

relationship. Firstly, the Arnold cat map is used for shuffling the spatial-domain locations of the 

image pixels. The discrete output signal of the Chen chaotic device is then preprocessed to be 

adequate for grayscale image encryption, and the shuffled image is encrypted by the preprocessed 

signal pixel by pixel. The experimental results show that the key space is large enough to withstand 

the attack of brute force and there is a random-like behavior in the distribution of the grey values 

of the encrypted image [7]. 

III. DISCUSSION AND CONCLUSION  

This paper has introduced a new plaintext-related image encryption method. This involves the 

forward diffusion of plaintext-unrelated, plaintext-related shuffling, and backward diffusion of 

plaintext-unrelated. In order to encrypt various plain images, the proposed system has different 

equivalent keys due to the use of plaintext-related shuffling. As a consequence, the device 

proposed will resist the attacks of selected/known plaintext. In addition, the simulation results 

show that the proposed system has good characteristics, such as fast encryption/decryption speed, 

large key space, strong key sensitivity, effective resistance to differential attack, noise-like cipher-

text image, ideal entropy value for information, etc. and can therefore be used in practical 

communications. 
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